I. INTRODUCTION
Wireless communications and mobile data applications are currently in an evolving stage. This research focuses on the design and development of a Wireless Data Network. This network will provide reliable, error free communications for the Unexploded Ordnance (UX0)lmine detection and clearing project in a multidisciplinary robotics project. The main objective of the project is to investigate and develop a semiautonomous robot system for land mineiUX0 searching and processing tasks in humanitarian operations. The proposed robot system consists of a land vehicle, and aerial vehicle, and a ground-based control station, coordinated to solve difficult tasks of mine searching and processing. The ground-based station controls and coordinates the overall operation. It also serves as a network manager for the communications between the three units. It has the ability to retrieve data, gathered by the two semi-autonomous vehicles, on demand, process the data and make decisions concerning the searching operation. The role of the land vehicle will be: 1) detecting mines and UXOs in an small area, 2 )
clearingineutralizing mines, and 3) marking an area 'clear' if mines do not exist. The land vehicle takes remote commands, concerning the search patterns (modes) and the operation in general, from the groundbased control station on demand. The aerial vehicle will perform global surveying, assessment of terrain conditions, and guaranteeing a communication link between the ground-based vehicle and the land vehicle for distances out of the Line Of Sight (LOS).
The objective of the work reported in this paper is to provide transparent, reliable communications for the coordinated units. Because of the terrain topology and the nature of the UXOimine detection tasks a wireless data link approach has been chosen. The group of three coordinated units can be thought of as a stand-alone wireless Local Area Network (LAN) composed of three stations. This research is subdivided in two different but closely related tasks. First, the hardware organization for the wireless network that will support the UXO project is investigated. We define the requirements that should be met and determine the technology alternatives, products, and configurations providing, a solution to this network. As with any engineering activity, the goal is to find a solution that meets the desired requirements at the least cost. To accomplish these tasks several experiments and laboratory tests will be conducted. These tests try to imitate the true network performance under various experimental conditions. A wireless network consisting of two wireless nodes simulated the true UXO wireless network. The Air EZY (wireless data link transceivers manufactured by OTC Telecom Inc.) wireless devices will be used as the Networks Access Points (NAP) to implement this pointto-point wireless data link. These wireless radio links use direct sequence spread spectrum technology and are intended to provide the wireless communications solution for the first steps of the UXO detection project. The main purpose of the experiments was to indicate which parameters are affecting network performance the most, and to verify that the existing hardware offers proper functionality to the wireless network.
In the second task, the application protocol will be designed, specified, and verified for error free operation. Then the protocol will be implemented in ANSI C code by the use of Windows sockets (Winsock) network programming interfaces. A socket is the point of interface between the communications network and the program; the endpoints for every communication path. These limitations prevent the use of this technology for implementing the wireless UXO project network.
The next technology discussed, Spread Spectrum, appears to be the most advantageous technology for wireless LAN implementations. This is the most widely used transmission technique nowadays. It was initially developed by the military (during World War 11) to avoid jamming and eavesdropping of radio signals, and now is being exploited for commercial and industrial purposes. As the name implies the goal in such a system is to spread the spectrum of the transmitted signal over a wide range of frequencies. This operation decreases the transmitted Power Spectral Density (PSD) to an extent that is below the thermal noise level of an unfriendly receiver. Actually, the signal might look just like noise. This is in contrast to technologies using a narrow bandwidth of frequencies. There are three major methods to spread a signals spectrum: Direct Sequence Spread Spectrum (DS-SS), Frequency Hopping Spread Spectrum (FH-SS), and a hybrid Spread Spectrum consisting of some combination. Direct sequence systems spread the spectrum of a modulated signal by directly modulating that signal a second time using a wideband spreading waveform. this waveform is usually called Pseudo Random (PN) sequence (or code). With FH-SS the spectrum of data modulated camer is widened by changing the frequency of the carrier periodically. As the name implies, the signal "hops" from frequency to frequency over a wide band. The third method of spectrum spreading is to employ both direct sequence and frequency hopping techniques in a hybrid system. Spread spectrum, in either form, is the technology proposed here for the UXO detection network. The following constitute the benefits gained by using this technique in a communications system implementation: 1.As the signal is spread over a large frequency band, so other communications systems do not suffer from systems employing spread spectrum.
2.Random access to the air-medium can be dealt with (CDMA). A large number of users can be permitted. 3.Spread spectrum systems provide enhanced security. Without knowing the spreading code, it is nearly impossible to recover the transmitted data. Other modulation techniques need special hardware or software to provide security for the wireless network. 4.Spread spectrum systems provide fading rejection. Fading is a major problem for wireless transmissions.
Properties of Wireless Transmissions Traditional wired
LANs deal with very low probabilities of error in their transmission. New cable fabrication techniques, especially in fiber optic lines, as well as the very well tuned protocols that run under wired LANs, provide their users with very high quality of services. These
LANs can detect and recover from bit errors very fast. Unfortunately, the same does not apply for the wireless medium as well. Wireless transmissions are very error prone, restricting wireless LANs from providing high quality of services to the users. The errors in wireless transmissions are mainly due to the characteristics and the properties of the electromagnetic wave propagation through the air. These properties are mostly dependent on the frequency content of the airwaves.
Spread spectrum modulation uses microwaves as the transmission medium Generally, microwaves (terrestrial and satellite) include some portions of the VHF, UHF, and SHF frequency bands. At these frequencies waves travel in straight lines and are usually narrowly focused. Unlike radio waves at lower frequencies, microwaves do not pass through obstacles so well. Microwaves in the GHz range bounce off obstacles. These waves are a few centimeters long and attenuate very fast. The signal power falls sharply with the distance from the source Wl.
Microwave loss varies as the square of the distance. Microwave attenuation is also dependent on the environmental and weather conditions, covering the transmission area. Moist environments and rainfall increase attenuation of microwave transmissions. [St] .
Transmission impairments for microwave signals, operating under constant environmental conditions, can be summarized in the following factors:
Multipath fading occurs when some indirect waves take slightly longer to amve to the receivers antenna, than the direct LOS waves. These delayed waves usually arrive out of phase with the direct waves and thus cancel, or cause significant attenuation, of the signal. Shadowing occurs when obstacles are in the direct path from a transmitter to the receiver. The nature of the terrain as well as the respective antenna heights determines the extent of shadowing. Variation of signal strength with distance between the transmitter and receiver. For mobile communications this is an important factor.
Signal impairments caused by interference from other electronic devices. These devices either operate ia-E k e same frequency band, or produce harmonics i& the frequency band of interest.
To investigate the effect of these transmission impairments to an existing wireless system, the AirEZY wireless data link transceivers were tested. These devices provide an access point (wireless nodes) solution for wireless LAN implementations.
REQUIREMENTS FOR THE UXO NETWORK
Requirements are crucial in all development projects; they provide the basis for design, implementation and support of the system under development For the UXO project, the following five categories of requirements were studied and taken into consideration as the system was designed :
1. hardware-technological requirements 2. Performance requirements.
. Regulation requirements.
4. System interference requirements. 5. Mobility requirements.
These are more fully described in [Be] .
IV. PROTOCOLS FOR THE UXO NETWORK
Wireless networks have fundamental characteristics which make them significantly different from traditional wired LANs. These differences, caused by the different medium (wireless medium versus cable), impact the design.
One critical difference is that destination addresses do not equal destination locations. In wired LANs an address (like an Ethernet Address) is equivalent to a physical location. This is implicitly assumed in the design of wired LANs. Generally, the IEEE 802.11 standard defines the major fundamental Characteristics that wireless LAN implementors must take into account in their design. These characteristics, indicating special PHY and MAC protocol design, are described in the standard as follows [IEE] 5. Lack full connectivity and therefore the assumption normally made that every station can hear every other station is invalid (the "hidden" and "exposed" station problems).
Wireless LAN implementations use the Medium Access Control with Collision Avoidance (MACA) protocol or its improved successor MACAW.
Currently most wireless network vendors [Be] implement the MACA protocol. The MACA protocol was proposed by Kam in 1990 . The advantage of this protocol over the standard multiple access protocols is that is solves the so called "hidden and exposed nodes" problems. These problems occur in wireless networks based only on carrier sensing to resolve multiple access problems. The cause of these problems is simply that some nodes may be able to hear different sets of transmitters.
For example, suppose we have a three nodes A, B and C; assume these are located so that B can hear transmissions from both A and C; but A and C can hear only B, but not each other. If A is transmitting to B, and C wishes to transmit to B, and senses the medium, then C will not detect A's transmission, and transmit its message to B.
This message will collide at B with the message from A, so that B will not successfully receive either message. Many other more complex interactions and problems are also possible, caused by the wireless media problems.
The MACA protocol resolves this problem by having each sender stimulate the receiver before transmitting.
The sender sends a short "request to send" (RTS) message to the receiver. If the receiver is free, it replies with a "clear to send" (CTS) message. Any stations nearby --within range of either station --will hear this exchange, and defer transmitting for the len, @h of a message.
This improves upon the situation, but still does not completely avoid collisions. When collisions do occur, they are resolved using a binary exponential backoff algorithm. [Ka] The MACA protocol was improved further with the MACAW protocol. Acknowledgments, a congestion control mechanism, and a more sophisticated backoff algorithm were added.
Protocol for the UXO project. The protocol we designed for the UXO project combines the features of the MACAW protocol with another basic data link protocol, the alternating bit protocol. This network has the features of a wireless LAN, but we also needed to add reliability.
Through a period of trial and error and experimentation, the protocol was designed and is specified using the communicating finite station machine (CFSM) protocol model. This allowed us to specify the protocol precisely, without ambiguity, and made analysis possible. The protocol is specified using two finite state machines ( Figure 1,2) . One specifies the behavior of the ground control station and the other the mobile robot's behavior. The messages are modeled by the transitions between states; the negative sign (-) indicates a message sent, the positive sign (c) a message being received.
For example, the "+DO" label on the transition from state 1 to state 3 in the ground control station diagram means that, when in state 1, a DO (Data 0) message can be received; and this results in a transition to state 3 .
Data messages are numbered either 0 or 1; this makes it possible to determine which message is being acknowledged.
The communication protocol specification for the two machines follows the PolVSelect discipline control scheme. Machine A can poll machine B for data delivery, or select machine B for data delivery, or seIect machine B, to send a command.
Whenever machine A needs search results it polls machine B with a "-DR message." This polling action intiates sequence data block transmissions by machine B to machine A. Data blocks are specially formatted data pockets, stored in machine's A software buffers. These packets contain search results, obtained by machine A's searching actions. The maximum size of each data block is 1500 bytes. To prevent synchronization problems, data block exchange implements the alternating bit protocol. This allows sender and receiver to distinguish between consecutive data packets. If an acknowledgment to a data packet does not arrive within a specified amount of time, a time-out is triggered, causing a retransmission of the unacknowledged data block. Data block processing time and acknowledgment transmission time are mostly hardware and network system dependent and cannot yet be predicted accurately.
V. VERIFICATION AND IMPLEMENTATION
The verification of the protocol was camed out on the finite state machine specifications using reachability analysis, which is a state space exp1oration.The full analysis is shown in [Be] . Due to lack of space the analysis is not shown here. This analysis was carried out by placing the two machines in their initial states, and executing all possible sequences of messages as specified.
The analysis can be broken into 4 pieces; the analysis for the DR (data request) message, for the data block exchange, for the status information exchange, and Command message branch. The analysis shows that the protocol specification is free of deadlocks or unexecutable transitions.
Thus, so long as the implementation follows the rules as specified in the state machines, we can be confident that it will be free of these protocol errors. Of course, care must be taken to follow these rules, and that other errors are not introduced in the implementation.
The UXO protocol has been implemented using the Winsock application program interface [Be] . Machine A represents the Winsock client, which always initiates communication, and machine B (rotary vehicle) is the server.
The UXO protocol is implemented on top of UDP, the user datagram protocol. UDP was chosen over TCP (transmission control protocol) because a simple, fast protocol was needed, and further TCP is not very well suited for the peculiarities of wireless communication; for example, TCP generally assumes that an error in transmission is due to network congestion, and takes steps accordingly; this is seldom the case in our wireless network, and such congestion control steps are unnecessary and in fact a negative factor on protocol performance. Further, the protocol we defined implements error control, which is the main missing ingredient in UDP.
We have implemented and compiled the code according to the protocol specification, and a copy of the code is in [Be] . However, testing of the code must wait until the UXO hardware is further developed.
VI. CONCLUSION
Many modem applications and projects cannot be served by traditional wired technologies. Wireless communications provide an effective solution for projects that require mobility. The mineiUX0 detection and clearing project belongs to this class. In this paper, the hardware and software for a wireless LAN that will accomodate this project has been described and the analysis has also been summarized; a full analysis is in [Be] . The initial protocol implementation was also described.
Future work. The UXO project may include additional vehicles in the future; thus the protocol may need to be extended to include additional entities. Further, as with any combined hardware/ software project, there is little doubt that errors will be found during the testing phase, and additional features will need to be incorporated.
